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METHOD FOR TEMPORAL SYNCHRONISATION OF AT LEAST TWO MEASURING 
COMPUTERS COOPERATING OVER A TELECOMMUNICATION NETWORK SUCH AS 

INTERNET, INTRANET OR SILIMAR 

Specification 

[0001] The present invention relates to a method of the type specified in the preamble of Claim 1 
for time synchronization in at least two measuring computers cooperating over a 
telecommunications network such as Internet, intranet or similar, and to a device according to 
Claim 24 for carrying out the method. 

[0002] A measuring system for measuring the Internet Protocol (IP) performance parameters, 
such as one-way delay, IP delay variations, and packet losses, in IP networks is known from non- 
prepublished German Patent Application DE 100 46 240.5. The subject matter of non- 
prepublished German Patent Application DE 101 28 927.8 is a method that allows time stamps to 
be generated in the underlying measuring system even when access to a reference clock is 
blocked for a short time. 

[0003] The measuring system underlying these patent applications is a distributed measuring 
system, i.e., the individual system components are spatially distributed and interconnected via a 
telecommunications network. This measuring system includes at least two measuring computers, 
a database in which the measurement results and the configuration of the measuring system are 
stored, a control computer controlling the measuring computers for determining the measurement 
result, as well as various graphical user interfaces, in particular for configuring the measuring 
system and visualizing the obtained measurement results. 

[0004] In order to carry out the measuring method, a unidirectional measurement path is 
established between at least two measuring computers. On this measurement path, measurement 
packets are sent from a first measuring computer to a second measuring computer with a 
configurable distribution in time. 
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[0005] In the process, the departure of the measurement packet from the first measuring 
computer is recorded; i.e., a first time stamp is generated. This first time stamp is transmitted to 
the second measuring computer together with the measurement packet and other data, such as 
sequence numbers. The second measuring computer records the arrival of the measurement 
packet and generates a second time stamp. To allow the one-way delay resulting from the 
difference of the two time stamps to be determined with sufficient accuracy, the time stamps 
generated by the measuring computers need to be time-synchronized with sufficient accuracy. 

[0006] A technical implementation is, for example, the generation of the time stamps using a 
satellite system, such as GPS (Global Positioning System), acting as a time source. In the 
process, the measuring computers continuously receive, via a GPS antenna, the UTC time 
(Universal Coordinated Time) transmitted by a plurality of satellites. Using a GPS map integrated 
into the measuring computers, it is thus possible to generate time stamps with an error of +/- 0.5 

|IS. 

[0007] The GPS satellite system used as a timer, and the further components GPS antenna and 
GPS map are together more simply referred to as GPS clock hereinafter. 

[0008] The measurement results are retrieved by the control computer from the second 
measuring computer as measured data and stored in a database, where they are made available for 
visualization. The measurement results and the system status may optionally be displayed via an 
offline display or an online display. In this context, "offline display" means that the display of the 
measurement results must be initiated manually via a WWW browser while in the case of the 
online display, the display is automatically updated and displayed at a certain time interval. 

[0009] The above-mentioned graphical user interfaces are used for this purpose. 

[0010] The configuration of the measuring system is also carried out using the aforementioned 
graphical user interface. To this end, the user enters information about the type and course of the 
measurement. The information entered is stored in a database; the control computer reads this 
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data from the database, configures the measuring computers accordingly, and starts or stops the 
measurement connections according to this data. 

[0011] As mentioned earlier, it is of outstanding importance for the quality of the obtained 
measurement result that the first and second time stamps be time-synchronized with sufficient 
accuracy. Should the first and second time stamps not be synchronized with sufficient accuracy, 
the measured one-way delay as the difference of the two time stamps can consequently not be 
exactly determined either. 

[0012] In this context, it turns out to be particularly disadvantageous that when the GPS clock 
fails, for example, due to problems with the GPS antenna, contact problems in the antenna feeder, 
or the like, no measurement can be performed because of the lack of the time stamp. 

[0013] It is an object of the present invention to further develop a method for time 
synchronization of at least two measuring computers cooperating over a telecommunications 
network such as Internet, intranet or similar, in such a manner that a measurement can be 
performed even when the GPS clock fails, while avoiding the above-mentioned disadvantages. 

[0014] This objective is attained for the method by the characterizing features of Claim 1 in 
conjunction with the features recited in the preamble thereof and for the device by Claim 24. 

[0015] The present invention is based on the discovery that by providing a plurality of 
independent time sources at the individual measuring computers, the probability that no time 
source can be read is minimized, thus ensuring that a time stamp is read out. 

[0016] Therefore, in accordance with the present invention, several time sources of different 
accuracy are made available to each measuring computer for reading the time stamp from a time 
source. The selection of the time source to be used for generating the required time stamp is made 
by the measuring computer as a function of the accuracy of the available time sources. This 
redundancy of time sources has the advantage that the generation or the readout of a time stamp 
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from a time source is ensured in a simple manner. The risk of a measurement failure due to the 
lack of a time stamp is minimized by ensuring that the time stamp is read from a second time 
source in the case that a first time source fails. 

[0017] To obtain the best possible measurement results, the measuring computer first selects the 
time source of the highest accuracy for reading the time stamp from a time source. 

[0018] If the measuring computer is unable to read a time source of higher accuracy, it 
automatically selects a time source of the next best accuracy. This hierarchical method with 
regard to the selection of the time source allows the best possible measurement result to be 
obtained under the given circumstances, i.e., the failure of a more accurate time source. 

[0019] In accordance with one embodiment of the present invention, signals of a satellite system, 
such as GPS (Global Positioning System), are used as the time source of the highest accuracy. 

[0020] The signals of the satellite system are received by local GPS receivers integrated into the 
measuring computers. The GPS receiver, which includes, inter alia, a GPS map and a GPS 
antenna as components, will be more simply referred to as "GPS clock" hereinafter. Using a GPS 
clock as the time source of the highest accuracy, a tolerance of +/- 0.5 \xs is ensured for the 
readout of the time stamp in a simple manner. 

[0021] Preferably, the measuring computers each have local clocks that are continuously 
synchronized to the local GPS receivers via NTP (Network Time Protocol) - internal 
synchronization. Internal synchronization via NTP provides a simple way to generate a second, 
highly accurate time source. 

[0022] These internally synchronized clocks of the measuring computers are used as the time 
sources of the second highest accuracy. 

[0023] In one embodiment of the present invention, when no signal of the satellite system is 
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present at the local GPS receiver of a first measuring computer, the local clock of the first 
measuring computer is synchronized via NTP (Network Time Protocol) to the local clock of at 
least one predetermined second measuring computer after a predetermined time interval - 
external synchronization. This has the advantage that when the GPS clock at a measuring 
computer fails for a longer period of time, which accordingly involves a failure of the internally 
synchronized time source of the second highest accuracy, a third time source is generated. 

[0024] According to the present invention, the time interval after which the local clock of the 
first measuring computer is externally synchronized to the local clock of a second measuring 
computer is freely adjustable. 

[0025] These externally synchronized local clocks of the measuring computers are used as the 
time sources of the third highest accuracy. Unsynchronized local clocks of the measuring 
computers are accordingly referred to as time sources of the fourth highest order. 

[0026] To ensure high accuracy in the external synchronization of a local clock of a measuring 
computer, the external synchronization of the local clock of the measuring computer is done only 
with time sources of the second highest accuracy. 

[0027] Interpretation of the accuracy of the generated time stamp is made possible primarily in 
that when the local clock of a measuring computer is internally or externally synchronized, the 
respective synchronization type is stored as well as the synchronization accuracy obtained in the 
process. 

[0028] According to one embodiment of the present invention, measurement packets, in 
particular UDP measurement packets (User Datagram Protocol), are transmitted between the 
measuring computers for delay measurement. UDP is a connectionless Internet transport protocol 
that is based on the basic protocol for data transmission in the Internet (IP). Preferably, the one 
measuring computer is used as a sender while the other measuring computer acts as a receiver. 
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[0029] The sending measuring computer records the time of departure - send time stamp - of the 
outgoing measurement packet. Other data associated with the send time stamp is generated and 
transmitted to the receiving measuring computer along with the measurement packet and, 
possibly, further data, such as the sequence number, or the like. 

[0030] Preferably, the data associated with the send time stamp relates to information about the 
used time source from which the send time stamp was read, the type of synchronization, the 
accuracy of the synchronization, as well as an estimate of the accuracy of the generated send time 
stamp. 

[0031] Correspondingly, the receiving measuring computer records the time of arrival of the 
measurement packet - receive time stamp - as the second data, and generates other data 
associated with the receive time stamp. 

[0032] Preferably, the data associated with the receive time stamp in turn relates to information 
about the time source used for reading the receive time stamp, the type of synchronization, the 
accuracy of the synchronization, as well as an estimate of the accuracy of the generated receive 
time stamp. 

[0033] Preferably, the first data and the second data are assigned to a predetermined evaluation, 
which may result in that these first and second data are not further considered when quality falls 
below a predetermined level. 

[0034] The measurement result is determined from the still existing first data and the second 
data. 

[0035] Preferably used methods include a method according to DE 100 46 240.5, DE 101 28 
927.8 and/or the patent applications entitled "METHOD FOR THE TRANSMISSION OF 
MEASURED DATA FROM A MEASURING COMPUTER TO A CONTROL COMPUTER IN 
A MEASURING SYSTEM" and "METHOD FOR THE OUTPUT OF STATUS DATA", filed 
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by the applicant on the same day in view of this patent application. 

[0036] Further advantages, features and possible uses of the present invention for time 
synchronization in at least two measuring computers cooperating over a telecommunications 
network such as Internet, intranet or similar, will become apparent from the following description 
in conjunction with the exemplary embodiment shown in the drawing. 

[0037] In the following, the present invention will be explained in more detail with reference to 
the exemplary embodiment shown in the drawing. The terms and associated reference numerals 
used in the list of reference numerals given at the back are used in the description, in the patent 
claims, in the abstract, and in the drawing. 

[0038] In the drawing, 

[0039] Figure 1 is a schematic representation of a telecommunications network including a 
plurality of measuring computers having different time sources for carrying out the method 
according to the present invention. 

[0040] Figure 1 schematically shows a telecommunications network 10 including a plurality of 
switching devices 12 through 24 interconnected via trunk lines 26. Telecommunications network 
1 0 is, for example, the Internet. 

[0041] Switching exchange 12 is assigned a first measuring computer 28. To receive signals 
emitted by a satellite system (GPS) including a plurality of satellites 30, first measuring computer 
28 has a GPS antenna 32 and a GPS map (not explicitly shown here) for processing the received 
signals. GPS antenna 32 and the GPS map, which is not explicitly shown, together form the local 
GPS receiver of first measuring computer 28 required to receive the GPS signals. Moreover, a 
local clock 34 is incorporated in first measuring computer 28. 

[0042] A second measuring computer 36 connected to switching device 16 also has a GPS 
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antenna 38 and a local clock 40. The local GPS receiver of second measuring computer 36 
required to receive the GPS signals is, in turn, made up of GPS antenna 38 and a GPS map, 
which is integrated in second measuring computer 36 but not shown here. 

[0043] Corresponding peripheral devices, namely a GPS antenna 42 and a local clock 44, are 
associated with a third measuring computer 46 connected to switching device 20. Here too, a 
GPS map (not further shown) and GPS antenna 42 form a local GPS receiver of third measuring 
computer 46 required to receive the emitted GPS signals. 

[0044] Measuring computers 28, 36 and 46 continuously receive UTC time (Universal 
Coordinated Time) via the local GPS receivers introduced earlier. For the sake of simplicity, the 
GPS receivers of measuring computers 28, 36, 46 are referred to as GPS clock, as mentioned 
above. 

[0045] Trunk lines 26 from first measuring computer 28 via switching devices 12, 14 and 16 to 
second measuring computer 36 form a measurement path 48, which is shown in the drawing as a 
double dot-dashed line for the purpose of illustration. 

[0046] A control computer 50 interacting with a database 52 is assigned to switching device 24. 
Control computer 50 is used to control measuring computers 28, 36. 

[0047] To carry out the measurement, a measurement program for measuring the one-way delay 
is installed in each of measuring computers 28 and 36. 

[0048] The goal of the measurement system is to determine the packet delay of a measurement 
packet from first measuring computer 28 via measurement path 48 to second measuring computer 
36. Thus, the measurement connection is a unidirectional measurement connection, where 
separate measurement packets are sent from first measuring computer 28 to measuring computer 
36. 
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[0049] The measurement of the one-way delay is carried out according to the following 
simplified scheme: 

[0050] A measurement packet is sent from first measuring computer 28 to second measuring 
computer 36 via measurement path 48, i.e. via trunk line 26, switching exchange 12, switching 
exchange 14, and switching exchange 16. In the process, the measurement packets are dispatched 
using the User Datagram Protocol (UDP). UDP is a connectionless Internet transport protocol 
based on IP. The measurement packets contain, inter alia, time stamps and sequence numbers. 

[0051] Shortly before first measuring computer 28 sends the first bit of the measurement packet, 
the so-called "send time stamp" is read out/set. This value of the send time stamp, i.e., the 
sending time of the measurement packet, is transmitted to second measuring computer 36 
together with the measurement packet. 

[0052] At second measuring computer 36, the arrival of the measurement packet is detected. In 
the process, a so-called "receive time stamp" is generated shortly after the last bit of the test 
packet is received at second measuring computer 36. 

[0053] The measurement result sought, i.e., the one-way delay, corresponds roughly to the 
difference of the two time stamps, and is stored by control computer 50 in database 52 for later 
visualization. 

[0054] In order to minimize the probability of measurement failure caused by the lack of a time 
stamp, a plurality of different time sources with graded accuracy, which are accessible by 
measuring computers 28, 26 and 46 for generating the time stamps, are configured as will be 
explained hereinafter. However, the system always first attempts to read the time stamp from the 
time source of the highest accuracy. 

[0055] The already described GPS clocks of measuring computers 28, 36 and 46 are used as the 
time sources of the highest accuracy. Using the GPS clocks, measuring computers 28, 36 and 46 
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can generate time stamps with an error of ± 0,5 jis. 

[0056] The time sources of the second highest accuracy available to measuring computers 28, 36 
and 46 are their local clocks 34, 40 and 44, which are continuously synchronized via NTP 
(Network Time Protocol) to the GPS clock or the local GPS receiver for this purpose. The 
synchronization of local clocks 34, 40 and 44 via NTP to the local GPS receivers of measuring 
computers 28, 36 and 46 is more simply referred to also as "internal synchronization" here. In the 
drawing, the internal synchronization of local clock 34 of first measuring computer 28 is 
symbolized by an arrow 54. At second measuring computer 36, the internal synchronization of 
local clock 40 to the local GPS receiver of second measuring computer 36 is symbolized by 
arrow 56, and at third measuring computer 46, the internal synchronization of local clock 44 to 
the local GPS receiver of third measuring computer 46 is symbolized by arrow 58. 

[0057] The time sources used as the time sources of the third highest order are local clocks 34, 40 
and 44 of measuring computers 28, 36, 46, which are synchronized via NTP to the internally 
synchronized clock of the other measuring computer 28, 36, 46 for this purpose. In the following, 
this further synchronization is also referred to as "external synchronization", and will be further 
explained hereinafter. 

[0058] For example, at second measuring computer 36, reception of the GPS signals is not 
possible, for example, due a defective GPS antenna 38. As a consequence, after some time, it is 
no longer possible to synchronize local clock 40 internally. In the drawing, the failure of the 
internal synchronization is indicated by reference numeral 60. Then, local clock 40 is externally 
synchronized via NTP to the internally synchronized local clock 44 of third measuring computer 
46, which is shown in the drawing by broken line 62. 

[0059] The unsynchronized local clocks 34, 40 and 44 of measuring computers 28, 36 and 46 are 
referred to as time sources of the fourth highest order. 

[0060] In the present example, first measuring computer 28 reads the send time stamp from the 
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GPS clock, i.e., the clock of the highest accuracy. This send time stamp is written into the 
measurement packet. Then, the status "time stamp GPS accurate" is stored in a status field. 

[0061] First measuring computer 28, i.e., the sending measuring computer, and second measuring 
computer 36, i.e., the receiving measuring computer, each have a separate region available in the 
status field for their status entries. 

[0062] If, as in the present example, the GPS clock at second measuring computer 36 fails, no 
receive time stamp can be read from the time source of the highest accuracy. Therefore, the 
measurement program reads local clock 40 of second measuring computer 36. In the process, the 
measurement program detects whether local clock 40 is synchronized, the source to which NTP 
synchronizes, and the accuracy of the synchronization. Since NTP maintains the status of an 
internal synchronization for several minutes, the time stamp read is almost as accurate as the time 
stamp of a GPS clock. If the accuracy read is less than 1 millisecond, the value "NTP 
synchronized, accurate" is written to the status field. If the accuracy read is less than 2 
milliseconds, then the value C< NTP synchronized, inaccurate" is written to the status field. 

[0063] If the GPS clock could not be read for a longer period of time, for example, more than 
about 5 minutes, then NTP automatically switches to external synchronization. In this mode, the 
accuracy of the time stamps read is clearly worse than in the case of internal synchronization. 
Therefore, the system only checks whether the accuracy of NTP is less 2 milliseconds. Then, 
4< NTP synchronized, inaccurate" is written to the status field. 

[0064] If the GPS clock cannot be read, and the accuracy of NTP is worse than 2 milliseconds, 
then the time stamp of local clock 40 of second measuring computer 36 is actually written into 
the measurement packet, but a special value is written to the status field, so that this measurement 
packet will not be considered in the later evaluation for delay calculation. 

[0065] Accordingly, the following status field entries are generated as a function of the time 
source used and the obtained accuracy: 
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Synchronization 


Status field entry / time stamp accuracy 


GPS 


GPS accurate 


NTP internal synchr., accuracy <lms 


NTP accurate 


NTP internal synchr., accuracy <2ms 


NTP inaccurate 


NTP internal synchr., accuracy >2ms 


Not synchronized 


NTP external synchr., accuracy <2ms 


NTP inaccurate 


NTP external synchr., accuracy >2ms 


Not synchronized 


No synchronization 


Not synchronized 



[0066] It is a feature of the present invention that it allows a time stamp to be read from a 
different time source when the GPS clock fails, thus minimizing the probability of a 
measurement failure due to the lack of a time stamp. 
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List of Reference Numerals 



[0067] 10 



telecommunications network 



12 



switching device 
switching device 
switching device 
switching device 



14 



16 



18 



20 switching device 

22 switching device 

24 switching device 

26 trunk lines 

28 first measuring computer 

30 satellites 

32 GPS antenna, first measuring computer 

34 local clock of the first measuring computer 

36 second measuring computer 

38 GPS antenna of the second measuring computer 

40 local clock of the second measuring computer 

42 GPS antenna, third measuring computer 

44 local clock of the third measuring computer 

46 third measuring computer 

48 measurement path between the first and second measuring computers 

50 control computer 

52 database 

54 internal synchronization of the local clock of the first measuring computer 

56 internal synchronization of the local clock of the second measuring computer 

58 internal synchronization of the local clock of the third measuring computer 

60 failure of the internal synchronization of the local clock of the second 
measuring computer 

62 external synchronization of the local clock of the second measuring computer 
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